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TERMS AND CONDITIONS - BUSINESS ASSOCIATE AGREEMENT 

 

Thank you for your interest in purchasing products or services from LMSI, LLC d/b/a Lighthouse Lab Services (referred to herein as 

“we”, “us”, “our”, “Business Associate”, or “LLS”). We value your business, and our goal is to make your experience as smooth as 

possible. For the purposes of these Terms and Conditions, the terms “you,” “your,”, “Covered Entity”, and “Client” refer to the 

purchaser of products or services from LLS, and together LLS and Client will be referred to as the “Parties” (each of LLS and Client 

individually a “Party”). Unless otherwise expressly agreed in writing, your purchase of products or services are subject to the following 

terms and conditions: 

 

WHEREAS, Covered Entity has engaged Business Associate to perform certain services pursuant to a separate written agreement (the 

“Service Agreement”); and 

 

WHEREAS, Covered Entity possesses or may possess individually identifiable health information which is subject to HIPAA and the 

HITECH Act and their implementing regulations; and 

 

WHEREAS, in the course of performing services or providing goods to Covered Entity, Business Associate may receive individually 

identifiable health information from Covered Entity or otherwise obtain access to such information; and 

 

WHEREAS, Covered Entity seeks to require Business Associate to appropriately safeguard such individually identifiable health 

information. 

 

NOW, THEREFORE, in consideration of the mutual promises contained herein, the parties hereto agree as follows: 

 

1. DEFINITIONS. 

a) “Administrative Safeguards” shall have the same meaning as the term “administrative safeguards” in 45 C.F.R. § 

164.304. 

b) “Breach” shall have the same meaning as the term “breach” in 45 C.F.R. § 164.402. 

c) “Compromises” shall have the same meaning as the term “compromises” in 45 C.F.R. § 164.402. 

d) “Designated Record Set” shall have the same meaning as the term “designated record set” in 45 C.F.R. § 164.501. 

e) “ePHI” shall have the meaning as the term “electronic protected health information” under the Security Rule in 45 

C.F.R. § 160.103, as applied to the information created, received, maintained, or transmitted by the Business Associate 

from or on behalf of Covered Entity. 

f) “Individual” shall have the same meaning as the term “individual” under the Privacy Rule, including, but not limited 

to, 45 C.F.R. § 160.103 and shall include a person who qualifies as a personal representative in accordance with 45 

C.F.R. § 164.502(g). 

g) “Mitigate” shall mean the conduct to reduce any harm to impacted individuals and protect against further unauthorized 

disclosures in accordance with 45 C.F.R. § 164.530(f). 

h) “Physical Safeguards” shall have the same meaning as the term “physical safeguards” in 45 C.F.R § 164.304. 

i) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR Part 

160 and Part 164, Subparts A and E. 

j) “Protected Health Information” or “PHI” shall have the same meaning as the term “protected health information” 

under the Privacy Rule, including, but not limited to, 45 C.F.R. § 160.103, as applied to the information created, 

received, maintained, or transmitted by Business Associate from or on behalf of Covered Entity. 

k) “Required By Law” shall have the same meaning as the term “required by law” in 45 C.F.R. § 164.103. 

l) “Secretary” shall mean the Secretary of the U.S. Department of Health and Human Services or his or her designee. 

m) “Security Incident” shall have the same meaning as the term “security incident” in 45 C.F.R. § 164.304. 

n) “Security Standards” shall mean the Standards for protecting Electronic Protected Health Information at 45 C.F.R. 

Part 164, Subpart C. 

o) “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 45 

CFR Part 160 and Part 164, Subparts A and C. 

p) “Subcontractor” shall have the same meaning as the term “subcontractor” in 45 C.F.R. § 160.103. 

q) “Technical Safeguards” shall have the same meaning as the term “technical safeguards” in 45 C.F.R. § 164.304. 

r) “Unsecured” shall have the same meaning as the term “unsecured protected health information” in 45 C.F.R. § 164.402. 

s) Any other terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 

HIPAA. Any inconsistency in the definition of a capitalized term shall be resolved in favor of a meaning that permits 

compliance with HIPAA. 

2. PERMITTED USES AND DISCLOSURES OF PHI. Except as otherwise limited in this Agreement, Business Associate 

may do any or all of the following: 

a) Use or Disclosure Under Agreement. Use or disclose PHI to perform laboratory testing management, inspection, 
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analysis, accreditation, and/or support services, and/or other services for Covered Entity under the Service Agreement, provided 

that such use or disclosure would not violate any applicable state law or the Privacy Rule if done by Covered Entity. Notwithstanding 

the foregoing, Business Associate may use and disclose PHI for purposes identified in Section 2(b)-(e) of this Agreement. Business 

Associate agrees not to use or disclose PHI other than as permitted or required by the Agreement or as Required by Law. 

b) Use for Administration. Use PHI, but only to the minimum extent necessary, for the proper management and 

administration of Business Associate or to carry out the legal responsibilities of Business Associate. 

c) Disclosure for Administration or as Legally Required. Disclose PHI, but only to the minimum extent necessary for 

the proper management and administration of Business Associate, or to carry out the legal responsibilities of Business Associate, 

provided that: (i) the disclosures are Required by Law, or (ii) Business Associate obtains reasonable assurances from the person to 

whom the information is disclosed that it shall remain confidential and shall be used or further disclosed only as Required by Law 

or for the purpose for which it was disclosed to the person, agent, or other entity including a Subcontractor (which purpose must be 

consistent with the limitations imposed upon Business Associate pursuant to this Agreement), and that the person, agent, or other 

entity, including a Subcontractor, agrees to promptly notify Business Associate of any instances of which it is aware in which the 

confidentiality of the information has been breached. 

d) Use for Reporting of Violations. Use PHI to report violations of law to appropriate federal and state authorities, 

consistent with 45 C.F.R. § 164.502(j)(l). 

e) Use for Data Aggregation Services. Use PHI to provide Data Aggregation services relating to the health care 

operations of Covered Entity, as permitted by 45 C.F.R. § 164.504(e). 

3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE. 

a) Use or Disclosure. Business Associate may not use or disclose PHI other than as permitted or required by this 

Agreement or as Required by Law. 

b) Compliance with HIPAA. To the extent that Business Associate is, pursuant to this Agreement, responsible for 

carrying out an obligation of Covered Entity under HIPAA, Business Associate shall comply with the requirements of HIPAA that 

apply to Covered Entity in the performance of such obligation. 

c) Appropriate Safeguards. Business Associate shall use appropriate safeguards to prevent use or disclosure of PHI other 

than as provided for by this Agreement, including the implementation of administrative, physical, and technical safeguards that 

reasonably and appropriately protect the confidentiality, integrity, and availability of electronic PHI that it creates, receives, 

maintains, or transmits on behalf of the Covered Entity in accordance with 45 C.F.R. Part 164, Subpart C (“Security Standards”). 

d) Reporting of Improper Use or Disclosure. Business Associate shall use reasonable and diligent efforts to review and 

investigate any potential use or disclosure of PHI not provided for by this Agreement. Business Associate shall report to Covered 

Entity any security incidents, use or disclosure of PHI not provided for by this Agreement, including any Breaches of Unsecured 

PHI as required at 45 C.F.R. § 164.410, and any Security Incident without unreasonable delay after becoming aware of such use or 

disclosure or Security Incident and, with regard to a Breach, in no event later than thirty (30) days following a Discovery of such 

Breach. In the case of a Breach, Business Associate shall provide Covered Entity with the information required pursuant to 45 

C.F.R. § 164.410(c). 

e) Agents and Subcontractors. If Business Associate discloses PHI to an agent or subcontractor or allows an agent or 

subcontractor to create, receive, maintain, or transmit PHI or ePHI on its behalf, Business Associate must, in accordance with 45 

C.F.R. §§ 164.308(b)(2), and 164.502(e)(1)(ii), ensure that such agent or subcontractor agrees to the same restrictions, conditions, 

and requirements that apply to Business Associate with respect to such information by entering into a written arrangement with 

agent or subcontractor that complies with 45 C.F.R. §§ 164.314(a) and 164.504(e). With respect to electronic PHI, where applicable, 

Business Associate shall notify and require any agents or subcontractors to implement appropriate security safeguards in accordance 

with 45 C.F.R. Part 164, Subpart C (“Security Standards”). If Business Associate becomes aware of a pattern of  activity or practice 

of an agent or subcontractor that would constitute a material Breach or violation of the written agreement between Business 

Associate and agent or subcontractor, Business Associate shall (1) take reasonable steps to cure such Breach or end the violation, 

as applicable, or terminate such written agreement with such agent or subcontractor, and (2) promptly report such material Breach 

or violation by the agent or subcontractor to Covered Entity in writing. 

f) Access to PHI. To the extent that Business Associate maintains PHI in a Designated Record Set, Business Associate 

shall provide access to such PHI to Covered Entity or Individual in the time and manner that meets the requirements of 45 C.F.R. 

§ 164.524. To the extent permitted by the HIPAA Rules, the obligations of Business Associate in this paragraph apply only to 

“designated record sets” in Business Associate’s possession or control as such term is defined at 45 C.F.R. § 164.501. 

g) Amendment of PHI. To the extent that Business Associate maintains PHI in a Designated Record Set, Business 

Associate shall make amendment(s) to PHI in a Designated Record Set that Covered Entity directs or agrees to, at the request of 

Covered Entity, and in the time and manner that meets the requirements of 45 C.F.R. § 164.526. To the extent permitted by the 

Privacy Rule, the obligations of Business Associate in this paragraph apply only to “designated record sets” in Business Associate’s 

possession or control as such term is defined at 45 C.F.R. § 164.501 
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h) Accounting of Disclosures. Business Associate shall document disclosures and provide to Covered Entity an 

accounting of the disclosures of PHI in a time and manner that meets the requirements of 45 CFR § 164.528 and, as of the applicable 

effective date, Section 13405(a) of HITECH, including certain PHI concerning disclosures of PHI in violation of the Privacy Rule. 

i) Governmental Access to Records. Business Associate shall make its internal practices, books and records relating to 

the use and disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity available to 

the Secretary for purposes of the Secretary determining Covered Entity’s compliance with HIPAA. No attorney-client, accountant-

client, or other legal privilege shall be deemed to have been waived by Covered Entity or Business Associate by virtue of Business 

Associate's compliance with this provision. 

j) Risk Assessment. Business Associate shall immediately investigate any known or suspected Security Incident to 

determine whether the PHI was unsecured and compromises the security or privacy of the PHI. Business Associate shall provide to 

Covered Entity, upon request, any document or information necessary for the Covered Entity to perform a similar risk assessment. 

k) Mitigation. Business Associate agrees to mitigate, to the extent practicable and required by law, any harmful effect 

that is known to Business Associate of a use or disclosure of PHI by Business Associate (or by any other person to whom Business 

Associate has disclosed PHI) in violation of the requirements of this Agreement any HIPAA Privacy Rules. Business Associate 

shall provide Covered Entity, upon request, with any document or information necessary for Covered Entity to take similar 

reasonable and appropriate steps to mitigate the Breach. Business Associate shall document that the harmful effect was corrected 

to the extent possible and provide such documentation to Covered Entity for satisfactory assurance. 

l) Minimum Necessary. Business Associate agrees that, to the extent practicable, it shall only request, use and disclose 

PHI in the form of a limited data set (as defined in 45 C.F.R. § 164.514(e)(2)), and that in all other cases it shall only request, use 

or disclose the minimum necessary amount of PHI necessary to accomplish the purpose of the request, use or disclosure. The parties 

recognize that it is the responsibility of the Covered Entity to determine whether the requested data is minimally necessary, and 

Covered Entity agrees not to disclose any PHI that is not minimally necessary to Business Associate. 

m) Notification. Business Associate shall upon determining a Breach has occurred, notify the impacted individuals, or as 

required under 45 C.F.R. §§ 164.406 and 164.408, the Media Outlets or the Secretary, of such a Breach without unreasonable delay 

and in no case later than 60 calendar days after identifying the Breach with the information required under 45 C.F.R. §§ 164.404, 

164.406, and 164.408. 

n) Audit. In the event of a government investigation or audit related to a Security Incident or Breach of PHI by Business 

Associate, Covered Entity shall manage any and all communications and responses with the investigators or auditors and control 

any and all issues related to a potential defense and settlement with the assistance and reasonable consideration of Business 

Associate. 

o) Marketing of PHI. Except as otherwise provided in the HIPAA Privacy Rules (45 C.F.R. § 164.502(a)(5)), Business 

Associate shall not directly or indirectly receive remuneration in exchange for any PHI of an Individual unless the Individual has 

provided a valid, HIPAA-compliant authorization. 

p) Sale of PHI. Except as otherwise provided in the HIPAA Privacy Rules (45 C.F.R. 164.501), Business Associate shall 

not directly or indirectly receive payment from a third party in exchange for any PHI of an Individual or for making certain 

communications to Individuals about a product or service that encourages the recipient to purchase or use the product or service 

unless the Individual has provided  a valid, HIPAA-compliant authorization. 

q) Communicate with Other Business Associates. In connection with the performance of its services, activities, and/or 

functions to or on behalf of Covered Entity, Business Associate may disclose information, including PHI, to other business 

associates of Covered Entity that have been identified in writing by Covered Entity. Likewise, Business Associate may use and 

disclose information, including PHI, received from other business associates of Covered Entity, as if this information was received 

from, or originated with, Covered Entity. 

r) Documentation. All documentation that is required by this Agreement and HIPAA shall be retained by Business 

Associate for six (6) years from the date of creation or when it was last in effect, whichever is later. 

4. OBLIGATIONS OF COVERED ENTITY. 

a) Notice of Privacy Practices. Covered Entity acknowledges that it is solely responsible for developing, updating, and 

providing a notice of privacy practices, on behalf of itself, in accordance with 45 C.F.R. § 164.520. Covered Entity shall notify 

Business Associate of any limitations in its notice of privacy practices, to the extent that such limitations may affect Business 

Associate’s use or disclosure of PHI. 

b) Notification of Revocations. Covered Entity shall notify Business Associate of any changes in, or revocation of, 

authorization by an Individual to use or disclose PHI, to the extent that such changes or revocation may affect Business Associate’s 

use or disclosure of PHI. 
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c) Notification of Restrictions. Covered Entity covenants and agrees that it shall notify Business Associate of any 

restriction to the use or disclosure of PHI that Covered Entity has agreed to, or is required to abide by, in accordance with 45 C.F.R. 

§ 164.522, to the extent that such restriction may affect Business Associate’s use or disclosure of PHI. 

d) Permissible Requests. Covered Entity shall not request Business Associate to use or disclose PHI in any manner that 

would not be permissible under the Privacy Rule if done by Covered Entity. 

5. TERM AND TERMINATION. 

a) Term. The term of this Agreement shall commence as of the Effective Date of the signed Statement of Work and shall 

continue in full force and effect from year-to-year but shall terminate as of the earliest of (i) the termination of the Service Agreement 

between the Parties or the termination of this Agreement under applicable federal, state or local law. 

b) Termination for Cause. Upon either party’s reasonable, good-faith determination of a Breach of a material term by the 

other party, the non-Breaching party shall provide the Breaching party with written notice of that Breach in sufficient detail to 

enable the Breaching party to understand the specific nature of that Breach and afford the Breaching party an opportunity to cure 

the Breach; provided, however, that if the Breaching party fails to cure the Breach within forty-five (45) days of receipt of such 

notice, the non-Breaching party may terminate this Agreement. 

c) Judicial or Administrative Proceedings. Either party may terminate this Agreement, effective immediately, if (i) the 

other party is named as a defendant in a criminal proceeding for a violation of the Privacy Rule or (ii) a finding or stipulation that 

the other party has violated any standard or requirement of the Privacy Rule or other security or privacy laws is made in any 

administrative or civil proceeding in which the party has been joined. 

d) Effect of Termination 

i. Upon termination of this Agreement for any reason, Business Associate shall return or destroy, all PHI received from, 

or created, received, maintained, or transmitted by Business Associate on behalf of, Covered Entity that Business 

Associate still maintains in any form, as well as the documentation required by 45 C.F.R. § 164.530(j)(1) (all of which 

shall be collectively referred to as PHI for purposes of this Section 5(c)(i)). Business Associate shall retain no copies 

of such PHI. 

ii. If return or destruction of all PHI is not feasible, Business Associate shall: 

1) Retain only that PHI that is necessary for Business Associate to continue its proper management and 

administration or to carry out its legal responsibilities; 

2) Return to Covered Entity or destroy the remaining PHI that Business Associate still maintains in any form; 

3) Extend the protections of this Agreement to any retained PHI, continue to use appropriate safeguards, and 

comply with the Security Rule with respect to ePHI in order to prevent use or disclosure of the retained 

PHI other than as provided for in this Section 5(d)(ii), for as long as Business Associate retains the PHI; 

4) Not use or disclose the PHI retained by Business Associate other than for the purposes for which such PHI 

was retained and subject to the same conditions set forth in Section 2(b) of this Agreement that applies 

prior to termination; and 

5) Return to Covered Entity or destroy the PHI retained by Business Associate when it is no longer needed 

by Business Associate for its proper management and administration or to carry out its legal responsibilities 

iii. These provisions shall apply to PHI that is in the possession of Subcontractors or agents of Business Associate. 

iv. Business Associate shall certify to Covered Entity that it has destroyed or returned all such PHI requested to be 

destroyed or returned, as the case may be. 

v. Any PHI that Business Associate destroys shall be destroyed in accordance with HIPAA. 

6. MISCELLANEOUS. 

a) Amendment; No Waiver. This Agreement shall be automatically amended to  comply  with any changes  made to 

HIPAA after the date of execution of this Agreement, unless the parties agree by mutual consent not to have the Agreement 

automatically amended. The parties shall take all necessary action to reflect automatic amendments from time to time. Except as 

provided above, no waiver, change, modification, or amendment of any provision of this Agreement shall be made unless it is in 

writing and is signed by the parties hereto. The failure of either party at any time to insist upon strict performance of any condition, 

promise, agreement or understanding set forth herein shall not be construed as a waiver or relinquishment of the right to insist upon 

strict performance of the same condition, promise, agreement or understanding at a future time. 

b) Headings. The titles and headings set forth at the beginning of each Section hereof are inserted for convenience of 

reference only and shall in no way be construed as a part of this Agreement or as a limitation on the scope of the particular provision 

to which it refers. 
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c) Survival. All of the respective rights and obligations of Business Associate under Section 3(m) and Section 5(c) of 

this Agreement shall survive the termination of this Agreement. 

d) Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits compliance with 

HIPAA. In the event of an inconsistency between the provisions of this Agreement and the mandatory terms of HIPAA, as may be 

expressly amended from time-to-time by the Secretary, or as a result of interpretations by the Secretary, a court, or another 

regulatory agency with authority over the parties, the interpretation of the Secretary, such court, or regulatory agency shall prevail. 

e) Invalid or Unenforceable Provision. The provisions of this Agreement shall be severable. The invalidity or 

unenforceability of any particular provision of this Agreement shall be construed, in all respects, as if such invalid or unenforceable 

provision had been omitted, and shall not affect the validity and enforceability of the other provisions hereof. 

f) Successors and Assignees. This Agreement shall be binding upon, and shall inure to the benefit of, the parties hereto 

and their respective successors and assignees. 

g) Governing Law. Except to the extent preempted by applicable federal law, this Agreement shall be construed, 

administered and governed under the laws of State of North Carolina. 

h) Entire Agreement. This Agreement constitutes the entire agreement between Covered Entity and Business Associate 

with respect to compliance  with HIPAA compliance requirements. Notwithstanding the foregoing, the Parties' Service Agreement 

shall control in all areas of inconsistency, except to the extent HIPAA requires otherwise. 

i) Notices. All notices hereunder shall be in writing, and either delivered by hand, or sent by mail, to the addresses listed 

on the signature page, or delivered in such other manner as the parties have agreed upon in the Services Agreement. 

j) Counterparts. This Agreement may be executed in separate counterparts, none of which need contain the signatures 

of both parties, and each of which, when so executed, shall be deemed to be an original, and such counterparts shall together 

constitute and be one and the same instrument, and delivery of an executed counterpart's signature page of this Agreement by 

electronic means intended to preserve the original graphic and pictorial appearance of a document, has the same effect as delivery 

of an executed original of this Agreement. 

k) No Third-Party Beneficiaries. This Addendum is between the parties hereto. Nothing express or implied in this 

Addendum is intended to confer, nor shall anything herein confer, upon any person other than Covered Entity, Business Associate 

and their respective successors, any rights, remedies, obligations or liabilities whatsoever. 

l) Relationship of the Parties. The parties agree that Business Associate is not the agent of Covered Entity, and that 

Covered Entity is not the agent of Business Associate. 
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